REVIEW
of the Foreign Scientific Advisor (Supervisor)
on the Dissertation of Laura Talgatkyzy Tasbolatova
entitled “Research of safety issues in data transmission in automated train
traffic control systems on transport corridors of the Republic of Kazakhstan”,
submitted for the degree of Doctor of Philosophy (PhD) in the educational
program 8D07101 — Automation and Robotization

Laura T. Tasbolatova's dissertation deals with issues of ensuring the safety of data
transmission in automated train control systems in the main railway network of the
Republic of Kazakhstan. In view of the dynamic development of transport
corridors in the Republic of Kazakhstan, the issue of data safety in automated train
control systems is becoming increasingly important. The significance of these
challenges stems from the need to improve the reliability and resilience of the

. rallway infrastructure and to ensure the uninterrupted and safe operation of
transport systems — a matter of crucial importance for the efficient transport of
goods and passengers in the face of increasing traffic volumes.

The 1ssue of protecting data exchanged between components of automatic train
control systems is particularly urgent, as the successful operation of modern
rallway systems such as RBTC (Radio-Based Train Control) depends directly on
communication safety and reliability (and also security). In view of changes in the
regulatory framework and the introduction of new standards for the digitisation and
automation of rail transport, it 1s now essential to conduct research into data
security and protection within such systems in order to improve them and adapt

them to current safety requirements.

Results:

© e A comprehensive system analysis of the signalling technology currently in
use in the main railway network of the Republic of Kazakhstan was carried

out.
e An intelligent, microprocessor-controlled signal box system called KZ-

MPC-MA was developed.
e A mathematical model of a data transmission channel based on the TETRA

standard was created, enabling an in-depth analysis of the communication
channel model.
The interim results of the research were presented by the doctoral student during an
international research internship, during which Ms Tasbolatova proved herself to
be a goal-oriented doctoral student.

The research results are presented clearly and consistently; the objectives are
precisely formulated and the conclusions are sound. However, the results of the




dissertation should be verified by further experiments and validations to confirm
their validity.

The dissertation uses modern methods of theoretical and experimental research as
well as analytical approaches. It is noteworthy that the proposed developments
have practical value and are already being implemented in railway transport
companies in the Republic of Kazakhstan and used in academic research.

It should also be noted that the doctoral candidate was a member of the research
team working on scientific project AR13068231 entitled ‘Research and
Development of Algorithms for the National System of Microprocessor-Based
Interlocking of Switches and Signals’ and actively participated in research
activities directly related to the topic of her dissertation.

In my opinion, Laura Talgatkyzy Tasbolatova's dissertation meets all the
requirements for a doctoral thesis (PhD) and can be recommended for defence
within the framework of the 8D07101 educational programme — Automation and
Robotisation — for the award of a doctoral degree (PhD).
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8D07101 — «ABTOMa"ITaHllbl[)y ZKOHe poOOTTAHABLIPY» OLJ1IM Oepy

Oarpapiaamacel Goiibinma Gpuiaocodpus goxropst (PhD) FeLIBIME JopesKkecin

aJ1y YIUIIH YChIHBIJIFAH
Jlaypa Tanrarkeissl TacGoaToBanbIH
«KP keuix panizaepinaeri noespap Ko3raabIchbin DacKapyabIH

ABTOMATTAHABLIPLIIFAH JKYHeJIepinae aepexTepai Oepy Kesinjeri Kayincizaik

MaceJieJIepiH 3epTTey»
TaKbIPBIOBIHAAFBI JHCCEPTANMSIBIK JKYMbICHIHA

IHETEJIAIK FBIJIBIMU )KETEKIUTHIH ITIKIPI

Jlaypa T. TacGonarosanbiy quccepTaluusiiblK  KyMbIchl  Kazakcran
PecniyOnukachinbIg MaruCTpajbJbIK TEMIPXKOJ JKEJICIHJIE ITOMBI3 KO3FaJIbIChIH
ABTOMATTaHIBIPbUIFAH OacKapy syienepinje mepexTepii GepyaiH Kayincizairid
KAMTaMachbl3 €Ty Macenenepine apHanraH. Kazakcran Pecry6nukacelHma Kestik
JIOMI3/IEPIHIH  KApPKBIHABl JaMyblHA GaifaHBICTHI aBTOMATTaH/bIpPbUIFAH TIOMBI3
KO3FaJIBICBIH  Oackapy Kyienepingeri mepextep Kayimcisairi moceneci OapraH
CaublH ©3eKTI Oonma Ttycyme. Byn MocenmenepaiH MaHBI3IBUTBIFB — TEMIPIKOJI
MH(PaKYPBUIBIMBIHBIH CEHIMIUIIN MeH OPHBIKTBUIBIFBIH apTTBHIPY, COHIAH-aK
KOJIAyLIbLIap MEH JKYKTepJl TachIMaijay KeJeMiHiH apTybl >KarJaiblHIa KOk
KYHECIHIH Y3MIKCI3 JKoHe Kayilnci3 »KYMBICHIH KaMTaMachl3 €Ty KaXeTTUIIrHEeH
TYbIH/1aMNIbl.

ABTOMATTAaH/IBIPBUIFAH  MOMBI3  KO3FAIBICEIH  OacKapy KYHUETIePIHIH
KOMIIOHEHTTEpPl apachlHaa ajJMacaThlH JepeKTepii Kopray Maceleci epeKle
o3ekTIIKKe He. Cebebi ITKWUPX-E (moe3n  Ko3raibIChlH UHTEPBAI/bIK
panuo0aKpIay JKyHeci) CHAKTbI 3aMaHAyH TEMIpXON >KyHenepiHiH TaGblCTbl
JKYMBIC 1CTeY1 TiKejaed OalIaHBICTBhIH CEHIMIUIIrT MeH KaylIci3airine (Conpaii-ax
aKMapaTThIK KayINCI3JAIKKe) Toyenai. Temipykosn KeJiriH UUppPIaHABIpY MeEH
ABTOMATTaH/BIpyFa apHajlfaH JaHa CTaHIapTTap MEH HOPMATHBTIK-KYKBIKTHIK
Oa3zaHBIH ©3repyiH ecKepe OTBIPHIN, MyHjai XYHeNepJiert JepeKTepi KOpray
MoCeJeNIepIH 3€pTTey, OJIap/bl KETUIAIPY JKoHe Kasipri Kayincisik TaJlalnTapbliHa
OeliMaey MaKcaThIH/AA JKYPri3ilyi aca MaHbI3/IbI.

AJIBIHFAH HITHIKeEJIep:

0 Kazakcran Pecry0iukachlHbIH MarucTpanbablK TeMipyKo sKeliciHme
Ka3Iprl yaKbITTa KOJIJAHBUIBIN JKaTKaH CHrHA Oepy TEXHOJIOTHsUIAPbIHA KeLleH 1]
KYHEITIK Tanjay )KYpri3uial;

o KZ-MITO-MA nen arajiaTbiH MHTCIIJICKTYaJIJIbl MHKPOIIPOLIECCOPIIBIK
OPTaJIbIKTAHABIPY XKYHeC! 331pJIeHl;
° balnaHbIC apHACBIHBIH MOJIEJIIH TePeH TajJjayra MyMKIHJIK OepeTiH

TETRA cranpnapTel Herisinae nepekrepii Oepy apHACBIHBIH MaTeMaTHKAIBIK
MOJEJ1 KYPBUIJBI.
3epTTeyllH apajblK HOTHIKENEpl XalbIKApalblK FHUIBIMH TaFbUIBIMIAMA

OapbICBIHIA YCBIHBUIBIN, atajgraH Kesenme Jlaypa TacGonmatoBa Makcarka
YMTBUIFaH, J)XayanTbl JOKTOPAHT PETIHJE TaHBUIIEI. ‘




3epTTey HOTIOKeJepi HaKTbl KoHe Oipi3ai TypAe OasHIAFaH, Koibliray
MaKcaTTap MeH MIHJETTep I TY XKbIPbIMJAJIFaH, ajl JKacajlraH KOPBITBIHIbLTap
FoUIBIMU HerizaenreH. CoHbIMEH KaTap, AuccepTalUsIbIK )XYMBICTBIH HOTHXKelepi
©3€KTUIIrH pacTay YIIIH KOChIMILUA 3KCIEPUMEHTTEp MEH TEKCEPYJIEP KYPrizyai
KaXXeT eTe/l.

JKyMBICTa TEOpPHSIBIK JKOHE OSKCIIEPHMMEHTTIK 3epTTEYNIEpAIH 3aMaHayy
JmicTepi, CoOHmaW-aK TanjamMaiblK Tocuigep  KOJJAHBUIFAH. ¥ ChIHBUIFaH
d3ipreMeNiepiH NMPAaKTUKAIBIK MaHbI3ABUIBIFEl 0ap €KeHi XKoHe Ka3lprl yaKbITTa
Kasakctan PecnyOnukacelnplH —TeMipykon KeJliri KOCIMOpbIHJAAphIHAA  ICKe
dCBIPBUIBIIT  JKAaTKaHbl, COHIAU-aK aKaleMHSJIbIK 3ep'rreynepile KOJIAaHBLJIBIII
JKaTKAHBI aTal eTyre TypapibIk.

Conpnaii-ak, noxropaut AP13068231 reuisiMu sxo6ackl ascbiHaa «bypmanap
MEH Oaraaplmiamaapasl  MHKPONPOLECCOPIBIK  OPTAIBIKTAHABIPYABIH — YJITTHIK
KYHECIHIH ~ JKYMBIC  )kacay  aJrOPUTUMIEPIH  3epTTey  JKOHE  OHIEY»
TaKbIPbIOBIHAFEl 3€PTTEY TOOBIHBIH KYpPaMbIHAA OOJBIN, ©3 AMCCEPTALMSCHI
TaKbIpbIObIHA TIKEJIEH KATBICTBI FHUIBIMU KbI3METIIEH aliHaJIBICKAHBl €peKIle aTarl
OTINENl.

MeHiH nikipimiue, Jlaypa TanraTkei3sl Tac6ogaTOBaHBIH AMCCEPTALIMSIIBIK
)KYMBICBI (unocodust nokropsl (PhD) mopexecid any yiniH KOHbUIATBIH OaplibIK
TajlanTapra couWkec Kenmeal koHe 8D07101 — «ABTOMATTaHABIPY JKOHE
poOoTTaHaBIpy» O11iM Oepy Garaapiamacs! asChIHAA KOPFayFa YCHIHBUTYBI MYMKIH.

JApe3ieH TeXHHKAJIbIK YHHBEPCHUTETI

«@puapux JIuer» KeJik FelabiMaapsl ¢pakyJabTeTi,
Temipzkou xyhesiepl ;k9He KOFAMABIK KOJIK HHCTHTYTHI
KeJiik Kayinei3airi TeXHukacobl Kadeapacobl

01062 Ape3neH

PD Dr.-Ing. habil. Yaspux Mamex
(PhD, xaybIMAacThIpbUIFaH Ipodeccop)

TeMmip)xon  CUrHaJM3alMsACBl  JKOHE  KOJIK  Kayimci3miri TEXHOJIOTHSLIIAPEI
KadepacblHbIH MIHAETIH aTKAPYLIbl MEHI€PYILIiC]
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KY>KaTThIH arbUINIBIH TiiHeH Ka3ak TUIIHE ay/lapMa-MoTiHI MeHiMeH, ayaapManisl JKypTeibaesa
['ynmnas MyxamenanueBnamen sxacanran.
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JIMLIEH3HACBIHBIH HETI31HAE 9peKeT eTyi, AJIMaThl KaJachIHBIH HOTApUYChl, MaFraH TaHBIMAI
aynapmauibl JKypteiOaeBa ['ynna3 MyxaMeqaniueBHAHBIH KOJTAHOACBHIHBIH IIBIHANBUILIFBIH
KydJJaHIAbIpaMbIH. AYyJapMallbIHBIH JKEKE TYJIFAChl AHBIKTAIBI, OpeKeT KaOUIeTTUIIrT MeH
OKUIETTIKTEP]l TEKCEPLIII. :

Tizutimpae tipkenren: 1400
Onaipuial: KP «HorapuaT Typasibl» 3aHHBIH COMKeC
HotapuycteiH KoaTanOace! (Kkonranba) 4~

—————— a— -

N . CLoxete) e
B 7Oy e anvY

(=] e =]
‘cc‘ N\ .\ ':“’
SR EAN
0 . n.\on.n: .

o
) Q=
Ol

AN 9
ST8201553250625083503N359149

HorapuarTeik ic-apexerTiy Gipereit HOMIPI / YHWUKaAbHLIA HOMEP HOTAPHANLHOIO AEHCTBUR

R ——————ee e NS P SNSRI U e DS e o o A bl g e e o0 St Ol EEDYTRS VIR & ek AN SRS S LANS LS S i s R+ () AANRE S S A o b 3 G B i . 2R Ml s



WDUUYoU

12




REVIEW
of the Foreign Scientific Advisor (Supervisor)
on the Dissertation of Laura Talgatkyzy Tasbolatova
entitled “Research of safety issues in data transmission in automated train
traffic control systems on transport corridors of the Republic of Kazakhstan”,
submitted for the degree of Doctor of Philosophy (PhD) in the educational
program 8D07101 — Automation and Robotization |

Laura T. Tasbolatova's dissertation deals with issues of ensuring the safety of data
transmission in automated train control systems in the main railway network of the
Republic of Kazakhstan. In view of the dynamic development of transport
corridors in the Republic of Kazakhstan, the issue of data safety in automated train
control systems is becoming increasingly important. The significance of these
challenges stems from the need to improve the reliability and resilience of the
railway infrastructure and to ensure the uninterrupted and safe operation of
transport systems — a matter of crucial importance for the efficient transport of
goods and passengers in the face of increasing traffic volumes.

The issue of protecting data exchanged between components of automatic train
control systems is particularly urgent, as the successful operation of modern
railway systems such as RBTC (Radio-Based Train Control) depends directly on
communication safety and reliability (and also security). In view of changes in the
regulatory framework and the introduction of new standards for the digitisation and
automation of rail transport, it is now essential to conduct research into data
security and protection within such systems in order to improve them and adapt
them to current safety requirements.

Results:

e A comprehensive system analysis of the signalling technology currently in
use in the main railway network of the Republic of Kazakhstan was carried
out.

e An intelligent, microprocessor-controlled signal box system called KZ-
MPC-MA was developed.

e A mathematical model of a data transmission channel based on the TETRA
standard was created, enabling an in-depth analysis of the communication
channel model.

The interim results of the research were presented by the doctoral student during an
international research internship, during which Ms Tasbolatova proved herself to
be a goal-oriented doctoral student.

The research results are presented clearly and consistently; the objectives are
precisely formulated and the conclusions are sound. However, the results of the
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dissertation should be verified by further experiments and validations to confirm
their validity.

The dissertation uses modern methods of theoretical and experimental research as
well as analytical approaches. It is noteworthy that the proposed developments
have practical value and are already being implemented in railway transport
companies in the Republic of Kazakhstan and used in academic research.

‘ It should also be noted that the doctoral candidate was a member of the research
;- team working on scientific project AR13068231 entitled ‘Research and

' Development of Algorithms for the National System of Microprocessor-Based
Interlocking of Switches and Signals’ and actively participated in research
activities directly related to the topic of her dissertation.

In my opinion, Laura Talgatkyzy Tasbolatova's dissertation meets all the
requirements for a doctoral thesis (PhD) and can be recommended for defence
within the framework of the 8D07101 educational programme — Automation and
Robotisation — for the award of a doctoral degree (PhD).
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